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How to Install a Remote Polling Agent

SNMPc¢ Remote Polling Agents allow you to distribute polling functionality through
strategic points of the network. A polling agent has the following functionality:

Network Device Discovery
Device Status Polling

Trend Report Data Collection
Receives SNMP Traps

In addition to providing scalability for SNMPc to manage large numbers of devices
polling agents also provide SNMPc with the ability to monitor networks with overlapping
IP address ranges. This is a useful feature for Management Service Providers (MSP’s)
ISP’s and other companies looking to manage multiple customer networks from a single
platform.

Remote Pollers are only supported on the SNMPc Enterprise platform. The basic SNMPc
Enterprise supports one remote polling agent. With the additional of the Remote Access
Extension (RAX) module SNMPc Enterprise supports unlimited remote polling agents.

When deploying a Remote Polling Agent it is important to correctly configure any
firewalls between the poller and the central SNMPc server. The following section from
the SNMPc FAQ provides a summary of the ports that SNMPc uses:

SNMPc uses TCP ports 165 through 168 by default to communicate with remote pollers
and consoles. You can change the ports it uses by editing the SNMPC.INI file and
changing the PORT_XXX entries in the [SNMPcConfig] section. Make sure you set the
same values on both the server and remote computers. If you are using the java console,
you will have to allow port 12421 (and 31415 for remote telnet) as well. The SNMP
protocol itself uses UDP port 161 for requests to a device and 162 for traps sent from the
device to the manager.

When installing a remote polling agent you should ensure that the remote polling agent is
of the same software revision as the main SNMPc server. No license key is required for
the remote poller installation as the license monitoring is undertaken at the server.

SNMPc 7.0 Network Manager Setup.

Installation is by using the standard SNMPc install

Select Component Y

program- When prompted for the Component tO Select the SNMPe 7.0 component you would like to install, E—
install choose Poller.

7 Workgioup/Enterpiise Base System
wer | Install ance on your management server. Includes SNMPE Server, Lacal
| Console and Lacal Faler,

Enterprise Remate Consale
Console Instal on ane ar mare LAN-connected systems sa mulple users can log
inta the SHMPs server at the same time.

Enterprize Flemote Poler
Poller Instal on ane or more WAN/LAN connested computers to distibute the
SNMPe poling Ioad
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Please enter the IP address and Remote Pallr passward o the
SHMPz Server that this remate palier wil use. The default
password is blark

You will then be prompted for the IP Address of the
SNMPc server that the Poller will connect to. As
default no password is required.

Remote Poller Setup
Server Address: | 10111 |

Foller Password: | |
Retype Password: | |

[ <Back J_mew> ][ rcancel |

If you wish the Remote Poller to automatically
discover the network then enter a seed address for the
auto-discovery process. This will typically be the IP
address of a local SNMP enabled Router. If this is an
existing SNMPc installation where the devices that
you wish to poll are already mapped then you should
Start with Discovery off.

aumust enter the IP addhess, subnet mask and community
name of an SHMP device on your netiork, SNMPe wil use this
35 a staiting point for Discovery

Discovery Seed

IPaddiess | 1011100 ‘
Subnet Mask: 25525600

Startup

Discovery is unrestricted on iniial startup and can quickly
ver & Unrestricted device and TCP
i d i

[ <Back [ mew> ][ Cancel

After the installation is complete it is

. ¥ futo Startup ¥ Run SNMPc Tasks as Services Yiew Enors.
reg:ommended that_you go to Configure Tasks e
(either from the Windows Programs menu ot ot e

option or by right-clicking on the task bar icon) | [Buwer,  fewee S e
and configure the polling agent to run as a
service. By selecting Run SNMPc Tasks as a
Service the Remote Poller will automatically
restart in the event of a machine reboot without IS e [ R | |
requiring user intervention

To test that the Remote Poller is communicating with
the main SNMPc server log into the SNMPc server T T —

and select Discovery/Polling... from the Config menu.
The Remote Polling agents IP address should be
listed.

General | Proto | Seeds| Comm | Fiers |

d 3
o Discavery Conlig
¥ Enable Discovers Restart
¥ Use Subnet Boadcasts
I~ Ping Sean Subriets

Auto Restart Time (howsk |1

Paling Canfig
¥ Enabls Status Poling

Layout: [Top LevelComplete = ¥ Enable Service Poling

™ Use full DNS name

[V Enable Pall After Lapout 3 | oK. o ‘ Help j




¢3¢

Castle Rock Computing

To reassign an existing group of icons to use a Remote 2 Find Objacts..
Polling agent use Find Map Objects from the Edit menu. — ———
Typically you will be looking to assign a group of Vo 27220

Narne

devices to a remote poller based on their IP subnet. In this | ™ famu. =

Object Type

example we wish to assign all devices on the map which ot
have an IP address in the range of 207.212.33.0-254. s

ReadMuiite Aocess =

Therefore the Address field is configured for e
207.212.33.*.

Find Stop Reset Close: Help

Operation: [= =
=

20721233

By selecting Find SNMPc will display all

M Find Objects (53 matched)

H H H T add SNMP ChjectID D ti -
icons that meet the search criteria. You can Hee =gt 2
. . . Lirk 207.212.33.20 IFTable Index
then make multiple selections by holding -
- - Link 207.212.33.3 1.3.6.1.4.1.11.23.9.1 IFTable Index
down the shift or ctrl key and using the | Bt lneidbidedi) i
- Device 207.212.33.34 1.3.6.1.4.1.207.1.2.65 Allied Telesyr
mouse. Once you have selected the devices i EBimy  saumis  pans
- - - - Device 207.212.33.196 1.3.6.1.4.1.311.1.1.3.1.1 Hardware: x&
to assign to the polling agent, right click on ik Dz ISEIAISILISLL el
- - - Device 207.212.33.140
the device list and select Properties. S -
Bvice 207.212.33.19 1.3.6.1.4.1.9.1.74 Cisco Interne:
» ok 207.212.33.19 1.3.6.1.4.1.9.1.74 IFTable Index
» ke 207.212.33.19 1.3.6.1.4.1.9.1.74 IfTable Index
Bvice 207.212.33.1 1.3.6.1.4.1.311.1.1.3.1.2 Hardware: xE
D 207.212.33.1
L|:;<”[E 207.212.33.1 1.3.6.1.4.1.311 s th o IFTable Index

Device 207.212.33.130 13.6.1.4.1.311.1.1.3.1.1 Hardware: xt
Device 207.212.33.130 1.3.6.1.4.1.311
Link 207.212,33.130 13,614,131
Link 207.212.33.130 136141311

1 Hardware: 3¢
1 IFTable Index
1 IFTable Indzs
1
1

Device 207.212,33.140 13614 131LL1L3.1L Hardware: xE
Link 207.212.33.140 L36.14131LLL3LL IFTable Index
Device 207.212.35.156 =
B 3
Map Object Properties @

In the resulting window select Attributes and change the — T
Polling Agent to the IP Address of the Remote Polling N [Pl
Agent Valye:  [10711 T e

Aib: Harme Value
Show Label Yes
Background Shaps  BERE
Exec Piogram auto exe
Poll Interval 30
Pol Timeout 2

2
10111
R
Status Varisble
Status Value 0
Status OK Expr =
Has AMON No
MAC Addiess i

SNMP ObjectlD Hhuas

3 Cancel Help
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Tips and Tricks

SNMPc Enterprise and a Remote Polling Agent can exchange a periodic ‘heart beat’
packet to verify the connection. If you are using a dial-up link between the two
components it is advantageous to disable this periodic packet in order to stop the link
being kept open.

To disable the heart beat packet edit the file SNMPc.ini on both the remote polling agent
and server. This file is stored in the root SNMPc directory. (Normally C:\Program
Files\SNMPc Network Manager)

On the Poller edit the configuration to

[Polling Agent]
ExpectKeepAlive=no

On the SNMPc server

[SNMPcConfig]
PollerKeepAlive=no



